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BETTER THAN YOUR
AVERAGE PASSWORD
DIGI TAL IDEN TI TIE S , BEH AVI O R AL BI O ME TRI C S , AND IDEN TI T Y SCO RE S

Biometric behaviors, identity scores, and other forms of digital
identities offer great promise for a seamless, reliable, and secure
online experience but require data gatherers to increase users’ trust
with additional emphasis on privacy, especially in the areas of data
collection, minimization, accuracy, security, and accountability.

D I G I TA L I D E N T I T I E S ,
B E H AV I O R A L B I O M E T R I C S ,
AND IDENTIT Y SCORES

Usernames and passwords are currently
the predominant means to securely
identify users and user accounts for
online connectivity. The increase in
internet traffic has only accelerated over
time, resulting in users creating
numerous and varied usernames and
passwords to obtain access to (and
communicate with) new merchants and
organizations while keeping their data
secure. Personally identifiable information (PII)1 potentially becomes available
online each time a user creates or
employs a username and password. As
data breaches become more common,
the amount of PII available to bad actors
increases. Compromised usernames,
passwords, and other data elements are
used to maliciously create and misuse
bank accounts, file false tax returns, and
other fraudulent activity, exposing each
victimized user to significant financial,
social, or emotional harm. Once
released, the PII is online and the

availability of such information cannot
be undone. As recently acknowledged by
the U.S. Office of Management and
Budget (OMB) in Memorandum
M-19-17,2 there is a way to combat this
issue and better ensure the integrity,
reliability, and security of a legitimate
user’s online identity: the use of
digital identities.
TECHNOLOGIES
A digital identity is an online or
networked identity created for a specific
user based on actions taken by that user
in accessing and traversing cyberspace.
Each action you take online becomes a
digital identifier, also known as an
individual attribute. Individual attributes
generally exist in three forms, which
alone or in various combinations are
aggregated to form an “identity”
that sufficiently distinguishes you
from others online for privacy and
security purposes:

Compromised usernames, passwords,
and other data elements are used to
maliciously create and misuse bank
accounts, file false tax returns, and
other fraudulent activity, exposing each
victimized user to significant financial,
social, or emotional harm.

1. The term “PII,” as defined in Office of Management and Budget (OMB) Circular A-130, Managing Information as a Strategic Resource, means information
that can be used to distinguish or trace an individual’s identity, either alone or when combined with other information that is linked or linkable to a specific
individual.
2. OMB Circular M-19-17, Enabling Mission Delivery Through Improved Identity, Credential, and Access Management (May 21, 2019). See https://www.
whitehouse.gov/wp-content/uploads/2019/05/M-19-17.pdf.
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credibility value, including name,
behavioral patterns in opening and
transacting with lines of credit, general
online information such as social media
profiles, and whether past data breaches
have exposed your PII. A higher identity
score shows greater assurance that the
online identity is the user it represents.
The method of calculation and the
weight attached to each individual
attribute, however, are specific to each
scoring entity and generally remain
unknown by users and others outside
the scoring process.

1. Inherent attributes (also known as
biometrics) include your eye color,
height, and fingerprints. These are
typically static, intrinsic to you, and
are not defined by your relationship to
others.
2. Inherited or accumulated attributes,
such as your preferences, behavior,
and medical history, are gathered or
developed over time by your activities
and are dynamic—retaining the
ability to change or evolve.
3. Assigned attributes are things like
your telephone number, email
address, or Social Security number.
Although attached to you, they do not
relate to who you are as a person.
Also, some assigned attributes, such
as an email address or telephone
number, can be changed in the event
of a breach.
So, what does your digital identity look
like? Digital identities can assume
multiple forms. One example is an
identity score, which is widely used in
the financial services industry and by
credit reporting agencies. Identity scores
are numeric representations of the
credibility attributed to a user by the
scoring entity, which can be the financial
institution or a third party. Various
individual attributes can be a part of
your identity score and calculated

Another increasingly popular example is
behavioral biometrics, which utilizes
your behavioral traits to create a unique
digital identity. Unlike physiological
biometrics that relies on very static and
specific traits (e.g., fingerprints, voiceprint, and facial features), behavioral
biometrics uses dynamic traits such as
signature, keystrokes, and gait analysis,
which tend to evolve over time or vary to
a degree in execution. Aggregated over
enough time, a pattern of behavior
emerges to form your singular digital
identity.
PRIVACY CONSIDERATIONS
Behavioral biometrics, identity scores,
and other forms of digital identities have
made authenticating users more
seamless and reliable, but come with
additional concerns that the identities
displayed are the users they claim to
represent. They also raise questions as
to whether privacy will remain protected.
To ensure trust is not eroded by rapid
and increased accumulation of data
needed for digital identities, entities
should address privacy at all stages in
the formation of digital identities—from
the initial collection of identity information through the end of the identity
information lifecycle.
Behavioral biometrics and, to a lesser
degree, identity scores and other digital
identity forms require substantial
amounts of user data. In an effort to

3. A tiered consent model allows users to choose on a granular level what personal information they provide, how it is used, and whether it is shared and how.
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Users’ review of the data will not only ensure the accuracy of
the data collected, but will also engender users’ investment in
the process and resulting digital identity.

create a more user-friendly and
seamless experience, entities creating
the digital identity often passively
gather the necessary information while
providing services to and interacting
with the user. Before collecting any
data, entities should conduct risk
assessments to identify and mitigate
privacy risk and ensure compliance
with privacy laws and best practices in
order to retain users’ trust in the
process and resulting digital identity.
Those gathering the data should
endeavor to obtain a user’s consent
prior to information collection,
retention, and use. For consent to be
meaningful, entities should inform
users of the specific means of collection, exact data elements collected,
and use intended for each category of
collected data, including the sharing of
any such data with identified third
parties. Tiered consent3 offers users
more transparency and control over the
process, fostering greater trust. The
data gatherers should also limit the
data collected to the minimum amount
needed to create and sustain the digital
identity, retain that data only as long as
needed for that digital identity’s
lifecycle, appropriately and sufficiently
secure that data, and delete or destroy
that data at the end of that digital
identity’s lifecycle. All uses of the data
should accord with the originally
communicated purpose for its collection, and entities should inform and
obtain consent from users when
initiating any change in such use well in
advance to continue the promotion of
user choice and, accordingly, user trust.
Once user information is collected,
entities must give users assurances that
they are complying with privacy-related
promises, such as privacy policies.
Providing users with access to their
data and the ability to correct their data,

if necessary, is fundamental to
promoting trust in the formation and
use of the digital identity. The vast
amounts of data collected underscore
this need. Users will feel more invested
in the process if they can request
changes to (or object to the inclusion
of) any portion of their accumulated
data, and furthermore, if their requests
or objections are honored. Users’
review of the data will not only ensure
the accuracy of the data collected, but
will also engender users’ investment in
the process and resulting digital
identity.
The integrity and security of the
gathered information is paramount to
maintaining users’ trust and goodwill.
The collection and processing of vast
amounts of data enable behavioral
biometrics—contrary to a username
and password and even more so than
physiological biometrics—to produce a
unique profile that is far more difficult,
if not impossible, for bad actors to
replicate. Layering multiple behavioral
biometrics offers even greater security
protections. Nonetheless, entities
creating these digital identities and any
other third parties assisting them in the
process must be accountable to the
user for the accuracy and security of the
data. Self-regulation may be sufficient,
but the importance of accountability to
users’ trust may require legislation and
enforcement by appropriate authorities.
CONCLUSION
Biometric behaviors, identity scores,
and other forms of digital identities
offer great promise for a seamless,
reliable, and secure online experience
but require data gatherers to increase
users’ trust with additional emphasis
on privacy, especially in the areas of
data collection, minimization, accuracy,
security, and accountability.
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