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Cyber Security, Information Assurance and Technical Authority Support Services 
for the SPAWAR CHENG 

 
1.0 INTRODUCTION 
 
The Department of the Navy (DoN), Space and Naval Warfare System Command 
(SPAWAR) is acquiring Cyber Security (CS), Information Assurance (IA) and Technical 
Authority (TA) support services for  the Office of the Chief Engineer (CHENG) (SPAWAR 
5.0) and various C4ISR programs in the specific area of Information Assurance/Cyber 
Security.   

 
2.0 BACKGROUND 
 
Information is a vital source of power for the United States Navy (USN).  Per Chief of Naval 
Operations (CNO) guidance, the ability to achieve Decision Superiority through Information 
Dominance (ID), especially in Intelligence, Surveillance, and Reconnaissance (ISR), Command, 
Control, Communications, and Computers (C4), Information Operations (IO) and Cyber 
Warfare, is critical to the Navy’s future success.  Information Assurance ensures confidentiality, 
integrity and availability to Navy information systems identifying, monitoring, and restricting 
unauthorized accesses.  As the Navy continues toward a net-centric information sharing 
environment, IA is an operational necessity to ensure risks are identified, evaluated, and 
countered in a reliable and timely manner.   
 
The SPAWAR Chief Engineer (CHENG) is the Navy’s Information Dominance engineering 
authority and will establish and exercise Technical Leadership across the engineering lifecycle to 
define, develop, deliver and sustain the Navy’s assured Information warfighting platforms.  The 
CHENG will execute Technical Authority (TA) to ensure systems are interoperable and meet the 
Cyber needs of today’s operations as follows:  
 
(a) SYSCOM Technical Authority:  Provide an operational mission based system-of-systems 

engineering approach for Major Acquisition Programs such as Consolidated Afloat Networks 
& Enterprise Services (CANES); Automated Digital Network System (ADNS); Next 
Generation Enterprise Network (NGEN); and Mobile User Objective System (MUOS) 

(b) Information Technology Technical Authority (IT TA):  CNO and ASN/RDA Joint Letter 
NAVY INFORMATION TECHNOLOGY TECHNICAL AUTHORITY 3800 Ser 
N00/100068, dtd 9 Oct 12…development, configuration management, and certification of 
Navy system compliance with architectures (As Is & To Be), technical standards, tools, and 
policies for the Navy's IT enterprise both afloat and ashore 

(c) Information Assurance Technical Authority (IA TA):  OPNAVINST 5239.1C and Virtual 
Systems Command (SYSCOM) Joint Instruction - VS-JI-22A of 31 January 2007.   

a. Execute TA, which is the authority, responsibility and accountability to establish, 
monitor and approve technical standards, tools and processes in conformance to 
higher authority policy, requirements, architectures and standards, in accordance 
with Virtual Systems Command (SYSCOM) Joint Instruction - VS-JI-22A of 31 
January 2007. 

b. Provide high-level oversight and standardization for information system C&A 
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processes for all IT systems, sites, and networks requiring C&A under the DON IA 
policy. 

c. In coordination with the ODAA, provide procedural guidance on the C&A process. 
d. Serve as technical support agent to the FLTCYBERCOM representative on the 

United States Strategic Command Enterprise-wide Solutions Steering Group. 
e. Provide technical and non-technical system security evaluations and identification of 

operational risk to Navy networks. 
f. Provide IT system security engineering and other technical expertise to the virtual 

SYSCOM supporting SYSCOMs, PEOs, and other Navy development, acquisition, 
and operational activities for all Service, joint, and coalition programs. 

g. Serve as the Navy’s Technical Area Expert for the development and maintenance of 
IT risk management programs. 

h. Support Navy’s IA Research and Development activities. 
i. Lead engineering efforts for emerging concepts such as Joint Information 

Environment (JIE), Legacy Network, Navy Data Center Consolidation, and Cloud 
Computing. 

 
SPAWAR 5.0 serves as the Information Assurance (IA) and Information Technology (IT) 
Technical Authority for the Navy to include Navy Cyber Security.  SPAWAR is responsible for 
Cyber Security architecture, systems engineering, standards, processes, procedures, and 
specifications to ensure the Navy has secure command and control of Cyberspace and to assure 
superiority for the warfighter in the Cyberspace domain. which is defined by the SECDEF as "a 
global domain within the information environment consisting of the interdependent network of 
information technology infrastructures, including the internet, telecommunications networks, 
computer systems and embedded processors and controllers." Cyberspace Operations 
encompasses Computer Network Operations (e.g. Attack, Defend and Exploit), IA, and the 
network operations that encompass Command, Control, Communications, Intelligence, 
Surveillance and Reconnaissance (C4ISR) and Information Operations (IO) functions that occur 
within the Cyberspace domain.   
 
Key elements of the Enterprise IA strategy include: 
 

• Transactional Information Protection: Granular end-to-end security controls to enable 
protected information exchange within the trust net-centric environment 

• Defense Against an Adversary from Within: Persistently monitor, track, search for, and 
respond to insider activity and misuse within the enterprise 

• Integrated Security Management: Dynamic and automated net-centric security 
management seamlessly integrated with operations management 

• Enhanced Integrity and Trust of Net-Centric Systems: Robust information assurance 
embedded within enterprise components and maintained over their life cycle 

 
The security disciplines required to adequately address these operational capabilities and key 
elements include: 
 

• Computer Network Defense (CND) 
• IA Readiness 
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• Cross Domain Solutions (CDS) 
• IA Architecture and Engineering (A&E) 
• Risk Management 

 
3.0 SCOPE   

This task provides a full spectrum of Architecture, analysis, interoperability assessments, 
engineering, and technical management services in support of SPAWAR’s Information 
Assurance (IA) /Cyber Security (CS), Technical Authority (TA), including: 

• System and Security Engineering and Technical Assistance   
o Threat, Vulnerability, and Risk Analysis 
o Information Technology (IT) Enterprise Training and Knowledge Management 
o Automated Information Systems Engineering, Certification and Accreditation 
o System Engineering and Requirements Analysis  
o Service Oriented/Enterprise Architecture Services 
o Test and Evaluation Support (including Early Operational Assessments, 

Developmental, Operational, and Integrated Testing) 
o Emerging Science and Technologies  
o Configuration Data Management  
o Program Policy and Standards Interpretation and Analysis  

• Program Management 
o Modernization and Installation Planning/Management Support  
o Schedule Management  
o Planning, Design and Architectural Support  
o Risk Management  

• Administrative and Management Support 
 

Knowledge, skill, and experience requirements will vary by task and will range from working 
level system and Cyber Security architects and engineers, to senior analysts who will present 
detailed analysis of Cyber Security technology, systems, tools, standards, policy, procedures and 
products used to protect the United States’ information resources; detect vulnerabilities, and 
react to threats regardless of the information medium (e.g., data, voice, video, and imagery) with 
the Navy’s operational context to Flag level military and SES level civilian personnel.  

Information Assurance and Cyber Security 

The contractor will participate in meetings and the development of task related deliverables as 
they relate to the continued development, growth, and use of the technology, systems, tools, 
standards, policy, procedures and products for IA and Cyber Security. The contractor may also 
support engineering events and certification related functions required by SPAWAR’s IA TA 
mission.  Related activities include functions such as Acquisition support (IA strategy, Critical 
Program Information (CPI), Program Protection Plan (PPP), and Anti-Tamper requirements), 
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Security Engineering to include IA Engineering and Architecture, Engineering Change Request 
(ECR) support, IA testing, and Certification and Accreditation. 

Software Engineering Support 
 
The Contractor will be required to perform review and analysis of software requirements, 
documentation, plans, and schedules developed or acquired to support SPAWAR 5.0 programs, 
projects, development efforts, SETR events, SoS compatibility issues, Standard Processes, 
Software Safety Program Plan/ Programmatic Environment, Safety and Occupational Health 
(ESOH) Evaluation, Configuration Control and Technical Authority responsibilities. Develop 
risk management plans to ensure management and mitigation plans are in place.   
 
Configuration Management 

The Contractor will be required to provide Configuration Management (CM) support for various 
programs to include ADNS, CANES, Legacy Programs, OE, and JHSV programs.  
Implementation and maintenance of CM program plans and processes.  Tasks include reviewing 
change control documents (EPRs and ECRs) and assigning them to the correct work flow along 
with the release of approved documents in CMPRO.  Working with System Engineers and 
Logistics personnel to identify Configuration Items in order to establish and maintain baselines.  
Assist in the facilitation of Configuration Control Board (CCB) meetings, preparing agendas and 
minutes, keeping track of action items generated, and making recommendations as to whether a 
particular ECR has met the criteria to move to the next step in the process.  Support the program 
office acquisition milestone events and various technical reviews such as SETR and CDR.  
Provide program office personnel training as to the use of CMPRO.   Provide Tier 1 and Tier 2 
help in resolving issue with CMPRO, generate reports in response to data calls, and assist 
programs in enabling the different modules in CMPRO.  Participate in various program CM 
related Integrated Process Team evolutions. Provide support in implementing the main principles 
of CM in programs: configuration management planning, configuration identification, 
configuration control, configuration status accounting, and configuration verification and audit. 
 
Computer Network Defense (CND)  
 
The Contractor will be required to provide services related to Computer Network Defense 
(CND).  CND provides for engineering of next generation IA equipment with computer network 
defense in depth security, active security monitoring and security defense management. The 
CND product/service area includes a wide range of tasking associated with securing naval shore 
and shipboard and joint networks. Critical to the CND product/service area is the definition and 
standardization of network security architecture. The CND product/service area includes the 
procurement and fielding of Network Security Suites (NSS) for ashore sites and afloat platforms. 
A suite of products consists of: host/embedded firewalls, high assurance guards, network/host 
based intrusion detection systems, virus scanning, and VPNs. CND also includes the acquisition, 
integration, and implementation of products and services to support enclave boundary protection, 
Intrusion Detection Systems (IDS), Defense Message System (DMS) and other major initiatives 
currently being developed by the National Security Agency (NSA) and other In-Line Network 
Encryptor (INE) developers. NSS includes the development and production of the Embeddable 
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Information Security (INFOSEC) Products (EIP), and the assessment of Cross Domain Solution 
(CDS) technologies such as trusted software applications (e.g., databases and operating systems). 
The CND product/service area also covers the tasking associated with planning, executing and 
deploying intrusion detection capabilities, implementing Defense in Depth (DID) concepts, 
providing security engineering to promote shore/afloat interoperability, and integrating of next 
generation CND products and capabilities. These include Intelligent Agent Security Module 
(IASM), Vulnerability Assessment Tools, Security Asset Accounting Tools and Computer 
Network Management Tools.  In addition, CND encompasses the procurement, installation and 
integration of Outside the Continental United States (OCONUS) Navy Enterprise Network 
(ONE-Net) IDS management components and the associated infrastructure to enable a fully 
operational CND system within the ONE-Net OCONUS environment. 

IA Readiness 
 
The Contractor will be required to perform tasks related to IA Readiness. The core effort of IA 
Readiness is to ensure naval IT systems are designed, installed and operated in compliance with 
DoD and DoN system security requirements. IA Readiness includes IA dissemination, training, 
awareness and Fleet support through computer network vulnerability assists. In addition, IA 
Readiness provides technical review/recommendations for IA policy. 
 
 
Cross Domain Solutions (CDS) 
 
The Contractor will be required to perform tasks related to CDS.  CDS capability is intended to 
provide a reconfigurable, enabling architecture that supports data transfer services at multiple 
security levels. CDS will support data exchanges between entities that have varying levels of 
access control and rules of releasability.  
 
Information Assurance Architecture and Engineering (A&E)  
 
The Contractor will be required to perform tasks related to Information Assurance Architecture 
and Engineering. This area includes the efforts necessary to integrate network security, key 
management, secure voice, and other architectures into an overarching IA architecture. One 
initiative is to facilitate the transition and application of new technology to DoN IA challenges.  
Emphasis will be placed on providing R&D support for the programs that are identified within 
the seven GIG IA ICD operational capabilities as their highest priorities, and emphasis will be 
placed on increasing the speed of delivery of useful IA capability to Fleet users. This includes 
the security architecture development for each discipline/area, and the coordination with other 
organizations and functional areas to develop the overarching IA architecture. The A&E area 
also includes the development of system engineering tools, specific engineering processes, and 
the implementation of defense-in-depth concepts in support of the following areas: 
 

• Security Analysis & Engineering 
• Software Engineering and Software Assurance 
• Test and Evaluation 
• Technology Development 
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New Ship Construction Support  
 
New construction ships include the CVN, DDG 1000, LCS, LHA, LHD, LPD, JHSV, DDG 51, 
T-AKE, MPF (F) and USCG Deepwater.  Specific hulls to be supported will be identified with 
each funding increment.   
 
4.0 APPLICABLE DIRECTIVES/DOCUMENTS 

The Contractor shall adhere to the following documents in accordance with 
paragraph 5.0, Performance Requirements: 

Document Type No./Version Title Date 
CNSS No. 6 National Policy on Certification and 

Accreditation of National Security Systems 
Oct 05 

DoD 8570.01-M Information Assurance Workforce 
  

19 Dec 05 

 
Naval (ser) Navy Enterprise Architecture Current 
Naval (ser) Department of the Navy Enterprise 

Architecture 
Current 

DOD (ser) DoD Architecture Framework Current 
DOD CJCSI 

6212.01(ser) 
Interoperability and Supportability of 
Information Technology and National 
Security Systems 

Current 

DOD CJCSI 
3170.01(ser) 

Joint Capabilities Integration and 
Development System 

Current 

DOD Directive 5000.01 Acquisition System Current 
Instruction 5000.2D Secretary of the Navy October 2008 

DODINST 5000.02 Operation of the Defense Acquisition 
System 

Current 

OMB Circular A-11 Preparation, Submission and Execution of the 
Budget 

30 Jun 06 

DoN CIO Guidance  Department of the Navy IM/IT Cyberspace 
Campaign Plan 

5 May 11 

Federal Regulation Title 48 CFR, 
Chapter 1 

 

Federal Acquisition Regulation Current Month 

Federal Regulation Title 48, CFR 
Chapter 2 

Defense Acquisition Regulations System Current Month 

CJCSI 6510.0D Information Assurance (IA) and Computer 
Network Defense (CND) 

15 Oct 10 

SPAWARINST 5400.3 Systems Engineering Technical Review 
Process 

Current 

SPAWARINST 3058.1 Naval SYSCOM Risk Management Policy April 2008 

SPAWARINST 4130.2 SPAWAR Configuration Management (CM) 
for C4ISR Systems 

 

DoN CIO Memo (ser) DoN Enterprise Architecture ver 1.0 Current 
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SPAWAR Process 
SOP 

(ser) Executable Architecture Requirements Model 
(ExARM) Process SOP 

1 October 2013 

OPNAVINST 3500.38 (ser) Universal Naval Task List Current 

OPNAVINST 3050.23 (ser) Alignment and Responsibility of Navy 
Requirements Generation and Resource 
Planning DOD Architectural Framework 

Current 

 
SPAWAR 5.0D 
Policy 

 Technical Authority Execution Plan  

  DoD Business Enterprise Architecture (BEA)  
SPAWARNOTE 5400 Technical Warrant Holder Memo June 2010 

  Navy's Information Dominance Enterprise 
Architecture (IDEA).  (IDEA) 

 

Guidebook  Defense Acquisition Guidebook Current 
Guidebook  Naval Systems Engineering Guide Current 
AI CONOPS Version 1.0 CONOPS Application Integration October 2009 
Document Version 1.5 SPAWAR 5.0 CONOPS Current 
Plan Version 1.0 Configuration and Data Management June 2008 
Manual Version 1.0 Lifecycle CM Implementation Manual February 2007 
DODI 8500.01 Information Assurance Current 
DODI 8500.02 Information Assurance Implementation Current 
DODI 8510.01 DOD Risk Management Framework Current 
Office of Naval 
Intelligence 

DCID 6/3 Director of Central Intelligence Directives 
(DCID) 6/3  

Current 

IATA Standard DFIA Defense in Depth Functional Implementation 
Architecture Guide 

Current 

CNSSI 1253 Security Categorization and Control  
Selection for National Security Systems 

Current 

Virtual Systems 
Command 
(VSYSCOM) Join 
Joint Instruction 

VS-JI-22A Virtual SYSCOM Engineering and Technical 
Authority Policy 

January 2007 

OPNAVINST 5239.1 Navy Information Assurance (IA) Program Current 

 

5.0 PERFORMANCE REQUIREMENTS  
 

The Contractor shall provide high technical competence and exemplary IA Technical and 
Program Management skills described in the following paragraphs.   The Contractor shall 
coordinate with other internal and external stakeholders and provide feedback to their SPAWAR 
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5.0 client. The Contractor shall work collaboratively with Government personnel and other 
Contractors internal and external to SPAWAR.  
 
The Contractor shall prepare and deliver products in accordance with the requirements stated in 
this PWS and in accordance with Contract Data Requirements Lists (CDRLs), when identified 
and in accordance with applicable directives/documents identified in Section 4.0 above.  The 
Contractor shall provide methods, processes, and tools to strive for cost, schedule, and 
performance efficiencies.  The Contractor shall provide the necessary timely assistance to meet 
program emergent requirements as requested by the IA TA or other properly designated 
authority. 
 
Contractor personnel shall be proficient with advanced knowledge in the use of Microsoft Office 
(Excel, Word, Access, PowerPoint, and Project) applications and their analytical tools, 
Primavera in a Microsoft Windows and Web environment, intranets, servers, NSERC, 
SharePoint’s System Engineering Environment (SE2), iRAPS, PBIS, NTIRA, SPIDER, SNaP-
IT, SharePoint, SMARTS and Total Records and Information Maintenance (TRIM) .    
 
The Contractor shall participate in Government sponsored training, as assigned. Government 
sponsored training is defined as training required to allow and maintain access to Government 
databases to perform duties as assigned such as NMCI and Acquisition Metrics Management 
System (AMMS), but does not include training that would incur additional Government cost. 
 
The Contractor shall implement cost saving and cost control initiatives throughout the life of the 
contract (e.g. overhead and G&A rate reduction strategies, mentoring of junior employees to 
replace higher-cost employees, etc.). The Contractor shall measure their performance against the 
Quality Assurance Surveillance Plan (QASP). 
  
The Contractor shall comply with all security regulations and instructions concerning handling 
and storage of classified material under their control. Classified material will be inventoried 
annually by government authority, with no inventory discrepancies allowed.  
 
The Contractor shall prepare and deliver the Contractor’s Monthly Status Report which indicates 
the performance, schedule, cost, personnel and travel and other direct cost status.   
 
5.1 Requirements Definitions and Analysis  
 
5.1.1 The Contractor shall identify viable approaches for the research, development, testing, and 
support of information systems and equipment to satisfy IA requirements. (RDT&E) 
 
5.1.2 The Contractor shall evaluate and create changes to the DoN and DoD IA goals and 
initiatives and revisions to IA systems. (RDT&E) 
 
5.1.3 The Contractor shall develop and present alternatives, scope, cost/schedule analysis and 
associated risks/benefits for all project phases. (RDT&E) 
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5.1.4 The Contractor shall provide support in the identification of requirements, cost, schedule 
and performance criteria to support the Navy’s IA goals and initiatives in order to develop and 
defend existing and future IA budgets, program plans and policies. Requirements may result 
from existing IA product lines, integration of IA solutions into legacy systems, integration of IA 
into developing systems, and development of new IA technology and solutions. (RDT&E) 
 
5.1.5 The Contractor shall develop and maintain a current list of communication systems 
deployed and in development requiring potential IA support. (RDT&E) 
 
5.1.6 The Contractor shall evaluate and quantify system criticality and risk, perform triage when 
requested, and provide recommendations concerning priorities for IA initiatives, and assess all 
IA technical approaches to ensure consistency with GIG IA performance objectives and key 
elements. When approaches are determined to be ineffective, inconsistent or incompatible, the 
Contractor shall provide recommendations concerning technical and programmatic changes 
through point papers, status reports, program briefings, or other means to provide sufficient 
information to SPAWAR 5.0 Cyber Security for evaluation. (RDT&E) 
 
5.1.7 The Contractor shall support the management of individual tasks such as the development 
and tracking of Work Breakdown Structures (WBS), Integrated Master Schedules (IMS), and 
task tracking and reporting.  (RDT&E) 
 
5.1.8 The Contractor shall evaluate and make recommendations on technical information for 
Integrated Product Teams (IPTs), both internal and external to SPAWAR. (RDT&E) 
 
5.1.9 The Contractor shall develop and execute technical management processes such as 
Requirements Management, Risk Management, or Configuration Management.  (RDT&E) 
  
5.1.10 The Contractor shall participate in the development and execution governance processes, 
and in the development and management of SPAWAR’s analytic agenda for implementation of 
the decisions of the governance process. (RDT&E) 
 
5.1.11 The Contractor shall perform Cyberspace Operations Mission Assurance and Mission 
Planning. (OM&N) 
 
5.1.12 The contractor shall review emergent hardware products and technologies (Commercial 
and Government-owned) and provide recommendations for candidate solutions to satisfy Afloat 
user requirements to support new ship construction.  (SCN) 
 
5.2 Threat, Vulnerability and Risk Analysis  
 
5.2.1 Threat, Vulnerability and Risk Analysis (RDT&E) 
 
5.2.1.1 The Contractor shall investigate and evaluate system concepts and operational and 
functional requirements of new, developing, and existing systems in order to develop the system 
security approach which includes defining security environments, potential threats, 
vulnerabilities, safeguards, security performance indicators, and risk factors. 
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5.2.1.2 The Contractor shall investigate alternative operational or performance approaches and 
security measures and compare alternatives by applying decision criteria. 
 
5.2.1.3 The Contractor shall investigate and evaluate threat, vulnerability, and risk analysis of 
developing systems as directed by the Government. 
 
5.2.1.4 The Contractor shall document results of evaluations and recommend corrective action, 
contingencies, and other issues appropriate to each specific evaluation. 
 
5.2.1.5 The Contractor shall serve as the SPAWAR 5.0 Cyber Security Risk Management 
Coordinator (RMC). Specific duties of the RMC are: 
 
• Evaluate and improve the Risk Management process in SPAWAR 5.0 Cyber Security. 
• Develop a risk review schedule that complements the submission of required reports. 
• Establish portfolio and program Risk Review Boards. 
• Establish the SPAWAR 5.0 Cyber Security Risk Watch List and the monthly SPAWAR 5.0 

Cyber Security Top 5 Risks. 
• Evaluate and validate the SPAWAR 5.0 Cyber Security process in the identification of cross-

program/enterprise-level risks 
• Develop and conduct Risk Management training.  
• Establish processes to assist in the identification and reduction of program risks. 
• Participate in SPAWAR 5.0 Cyber Security Risk Review Council and relevant Risk 

Management Councils and Working Groups. 
 
5.2.1.6 The Contractor shall prepare applicable risk management plans. 
 
5.2.1.7 The Contractor shall also serve as the Risk Management Administrator (RMA). The 
RMA shall be responsible for day to day Risk Exchange management efforts, including 
registration of new users.  
 
5.2.1.8 The Contractor shall quantify risk in hours, days, or weeks of delay and provide realistic 
(whether optimistic or pessimistic) timelines for each major activity and event. 
 
5.2.1.9 The Contractor shall support data collection, and subsequently generate technical 
drawings to support development of platform specific Navy Risk Management Framework 
(RMF) that is consistent with the DOD RMF.  
 
5.2.1.10 The Contractor shall support the development, documentation, and governance of 
DOD-mandated RMF standards, as well as in the coordination of USN positions on RMF 
standards to include support for determination and evaluation of the USN instantiation of RMF. 
 
5.2.1.11  The Contractor shall support the development and documentation of Computer 
Network Operations measures report and briefing.  
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5.2.1.12  The Contractor shall support the development and documentation of Computer 
Network Attack (CNA) and Computer Network Exploitation (CNE) measures report and 
briefing. 
 
5.2.1.13  The Contractor shall support the development and documentation for reports and 
briefing on Information Assurance (IA) and Computer Network Defense (CND) measures. 
 
5.2.1.14 The Contractor shall support the development of Cyberspace Operations Mission 
Assurance and Mission Plans. 
 
5.2.1.15  The Contractor shall support the development of Information Assurance (IA) and 
Computer Network Defense (CND) System Lists, Process & Procedures documents, and 
briefings. 
 
5.2.1.16  The Contractor shall support the development of Computer Network Attack (CNA) 
and Computer Network Exploitation (CNE) System Lists, Process & Procedures documents, 
and briefings. 
 
5.2.1.17  The Contractor shall support the development of Computer Network Operations (e.g. 
Attack, Defend and Exploit functions) System Lists, Process & Procedures documents, and 
briefings. 
 
5.2.1.18  The Contractor shall prepare Cyber Security/IA Systems and Systems-of-Systems 
engineering technical reports, analysis, briefings, meeting minutes, etc. 
 
5.2.1.19  The Contractor shall identify systems and develop monitoring processes and 
procedures for the automated, continuous monitoring of Information Assurance (IA) and 
Computer Network Defense (CND) status.  
 
5.2.1.20  The Contractor shall identify systems and develop monitoring processes and 
procedures for the automated, continuous monitoring of Computer Network Attack (CNA) and 
Computer Network Exploitation (CNE) status.  
 
5.2.1.21  The Contractor shall identify systems and develop monitoring processes and 
procedures for the automated, continuous monitoring of Computer Network Operations (e.g. 
Attack, Defend and Exploit functions) status.  
 
5.2.1.22 The Contractor shall perform assessment of Cyber Security metrics (data collection, 
monitoring, analysis, and reporting).   
 
5.2.2  Threat, Vulnerability and Risk Analysis (OM&N) 
 
5.2.2.1  The Contractor shall perform monitoring, analyzing and reporting on Computer 
Network Operations.  
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5.2.2.2  The Contractor shall perform monitoring, analyzing and reporting on Computer 
Network Attack (CNA) and Computer Network Exploitation (CNE).  
 
5.2.2.3  The Contractor shall perform monitoring, and reporting on Information Assurance (IA) 
and Computer Network Defense (CND).  
 
5.2.2.4  The Contractor shall perform monitoring and mitigating of Operations Security 
(OPSEC) vulnerabilities.  
 
5.2.2.5  The Contractor shall perform IA Certification and Accreditation.   
 
5.2.2.6 The Contractor shall perform Cyber Risk assessment. 
 
5.2.2.7  The Contractor shall provide Cyber Security/IA Systems and Systems-of-Systems 
engineering support.  
 
5.2.2.8  The Contractor shall prepare and maintain Information Assurance (IA) and Computer 
Network Defense (CND) weekly status reports. 
 
5.2.2.9  The Contractor shall prepare and maintain IA Certification and Accreditation 
documentation. 
 
5.2.3  Threat, Vulnerability and Risk Analysis (OPN) 
 
5.2.3.1  The Contractor shall perform monitoring, analyzing and reporting on Computer 
Network Operations.  
 
5.2.3.2  The Contractor shall perform monitoring, analyzing and reporting on Computer 
Network Attack (CNA) and Computer Network Exploitation (CNE).  
 
5.2.3.3  The Contractor shall perform monitoring, analyzing and reporting on Information 
Assurance (IA) and Computer Network Defense (CND). 
 
5.2.3.4  The Contractor shall perform monitoring, analyzing and mitigating Operations Security 
(OPSEC) vulnerabilities.  
 
5.2.3.5  The Contractor shall perform IA Certification and Accreditation.   
 
5.2.3.6  The Contractor shall perform assessment of Cyber Security metrics (data collection, 
monitoring, analysis, and reporting).   
 
5.2.3.7 The Contractor shall perform Cyber Risk assessment.  
 
5.2.3.8  The Contractor shall provide Cyber Security/IA Systems and Systems-of-Systems 
engineering support.  
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5.2.4  Threat, Vulnerability and Risk Analysis (SCN) 
 
5.2.4.1 The Contractor shall perform monitoring and mitigating of Operations Security (OPSEC) 
vulnerabilities.  
 
5.2.4.2  The Contractor shall perform IA Certification and Accreditation.   
 
5.2.4.3 The Contractor shall perform Cyber Risk assessment. 
 
5.2.4.4  The Contractor shall provide Cyber Security/IA Systems and Systems-of-Systems 
engineering support.  
 

5.2.4.5  The Contractor shall prepare and maintain IA Certification and Accreditation 
documentation. 
 

5.3    Security Engineering  
 
5.3.1    Security Engineering (RDT&E) 
 
5.3.1.1  The Contractor shall assist SPAWAR 5.0 Cyber Security personnel in providing security 
engineering support to developing systems. 
 
5.3.1.2  The Contractor shall provide security inputs into system architectures. 
 
5.3.1.3  The Contractor shall provide recommendations of IA network security tools to be 
implemented. 
 
5.3.1.4  The Contractor shall provide IA technical expertise at interchange meetings/design 
reviews, and assist in the development of security policies/procedures. 
 
5.3.1.5  The Contractor shall provide IA engineering and technical support to DoN IA systems 
engineering and product analyses. 
 
5.3.1.6  The Contractor shall investigate system operational requirements and assist in the 
development of security functional and performance requirements for new systems. 
 
5.3.1.7  The Contractor shall provide support in the development of IA system concept 
specifications on systems and products under development. 
 
5.3.1.8  The Contractor shall conduct continuing requirements analyses to identify and evaluate 
proposed changes to IA concepts and system specifications. 
 
5.3.1.9  The Contractor shall perform security testing of systems as required during development 
to ensure security features are functioning properly. 
 



Performance Work Statement (PWS) 
For Official Use Only 

14 
Statement A: Approved for public release, distribution is unlimited (27 MARCH 2014) 

 

5.3.1.10  The Contractor shall work with the Functional Area Team to identify and document 
information from each of the functional areas for incorporation into documentation of the 
Information Assurance Technical Authority Standards. 
 
5.3.1.11  The Contractor shall assist in the development and presentation of IA TA 
documentation formats to include System Architect, MS Word documents, PowerPoint slides, 
excel spreadsheets, and schedules.  
 
5.3.1.12  The Contractor shall establish Configuration Management of the Information 
Assurance Technical Authority  Data Collection, Data Entry, and generation of fit-for-purpose 
views of architecture data using System Architect and other architecture tools.  
 
5.3.1.13  The Contractor shall participate in the development of a Risk Management Framework 
based, top down Defense in Depth Information Assurance Functional Architecture (DFIA) 
 
5.3.1.14  The Contractor shall participate in the development of target architectures for 
Information Assurance/Cyber Security and Information Dominance related systems. 
 
5.3.1.15  The Contractor shall support development and implementation of system interface 
management control processes and products to document platform-based As-Programmed 
Platform Technical Baseline, interface standards, controlling parameters and interface 
agreements. 
 
5.3.1.16  The Contractor shall prepare and maintain Cyber Security/IA Program engineering 
technical reports, analysis, briefings, meeting minutes, etc. 
 
5.3.1.17  The Contractor shall support maintenance of SoS interface management control 
processes and products to document platform-based As-Programmed Platform Technical 
Baseline, interface standards, controlling parameters and interface agreements.  
 
5.3.1.18  The Contractor shall develop the Cyber Defense-In-Depth architecture, processes, 
procedures, standards, and specifications.   
 
5.3.1.19  The Contractor shall assist in the development of Cyber Defense-In-Depth architecture, 
Cyber Defense-In-Depth processes, Cyber Defense-In-Depth procedures, Cyber Defense-In-
Depth Standards, and Cyber Defense-In-Depth Specifications. 
 
5.3.1.20  The Contractor shall document Command and Control (C2) of Cyberspace Operational 
capabilities Architectures, Process, and Procedures. 
 
5.3.1.21  The Contractor shall document Intelligence, Surveillance and Reconnaissance (ISR) 
aspects of Cyberspace Operations Architectures, Process, and Procedures. 
 
5.3.1.22  The Contractor shall document Cyber Security Countermeasures, development 
capabilities, and development expertise reports and briefings.  
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5.3.1.23  The Contractor shall develop a network attack response operations model(s) and model 
documentation (including Verification and Validation methodology and results, operator’s 
manual, etc.). 
 
5.3.1.24  The Contractor shall evaluate Network Attack Response Modeling and Simulation 
results (raw and processed data) and Analysis of Model run results.  
 
5.3.1.25  The Contractor shall prepare Cyberspace Operations briefings, doctrine manuals, and 
Tactics, Techniques & Procedures (TTP). The Contractor shall document Cloud Security 
Development capabilities and prepare Cloud Security development reports and briefings. 
 
5.3.1.26  The Contractor shall prepare Trusted Security and Networks (TSN)/Supply Chain Risk 
Management (SCRM) engineering technical reports, analysis, briefings, meeting minutes, 
Tactics, Techniques & Procedures (TTP). 
 
5.3.1.27  The Contractor shall prepare Insider Threat engineering technical reports, analysis, 
briefings, meeting minutes, Tactics, Techniques & Procedures  (TTP). 
 
5.3.1.28  The Contractor shall prepare Industrial Control System (ICS)/Supervisory Control and 
Data Acquisition (SCADA) engineering technical reports, analysis, briefings, meeting minutes, 
Tactics, Techniques & Procedures (TTP). 
 
5.3.1.29  The contractor IA team shall develop and maintain information assurance strategy that 
is consistent with DoD policies, standards and architectures, and relevant standards.  The IA 
strategy shall outline the program’s approach to addressing IA requirements, the system’s 
Mission Assurance Category (MAC) and Confidentiality Level (CL), perceived threats to 
information and information systems, IA shortfalls, an overview of C&A activities, as well as 
many other IA considerations.  The program’s IA strategy shall be maintained in the IA 
Acquisition folder on the Naval Systems Engineering Resource Center (NSERC) website. 
 
 
5.3.2    Security Engineering  (OM&N) 
 
5.3.2.1  The contractor shall provide Security Architect services, working closely with each of 
the respective Engineering teams to ensure that all system designs and implementations are 
consistent with DoD policies, requirements, and directives.  Newly developed solutions shall be 
reviewed for compliance with Defense Information Systems Agency (DISA) Security Technical 
Implementation Guidance (STIG), Checklists, and Security Requirements Guides (SRG) that 
shall also be assessed for threats and vulnerabilities not currently identified by published 
guidance. When compliance or vulnerability issues are identified, the IA contractor shall work 
closely with the engineering team to remediate existing issues and/or to develop compensating 
controls that minimize the impact, likelihood, and/or risk.   
 
5.3.2.2  Contractor shall participate as members of respective Programs of Record Change 
Control Boards (CCB).  In this role the IA contractor team shall review each proposed change to 
determine whether or not there is an associated IA impact. When a change is determined to 
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require IA support, the contractor shall coordinate with the respective Engineering teams to 
develop a schedule, execute engineering activities, and to develop the required deliverables.  
This might involve IA testing and documentation activities that include manual or automated 
reviews, and entry of those reviews in engineering and C&A documentation.   
 
5.3.2.3  The Contractor shall provide security testing services in support of respective programs 
systems Engineering, change management, and certification and accreditation processes.  As part 
of the security testing approach, the IA team shall coordinate the development of an IA Pre-Scan 
checklist with the Engineering team to ensure the scope and boundaries are adequately defined.  
The IA Pre-Scan checklist shall provide an overview of the test objectives, identify the hardware 
and software in scope for assessment, specify the tool or assessment methodology for each 
target, contain network diagrams for the systems under assessment, and document the associated 
access methodology required to assess each device. 
 
5.3.2.4  The contractor shall provide Certification and Accreditation (C&A) support for all 
acquired systems within the respective programs.  C&A services shall ensure that developed 
baselines are authorized to operate by the Operational Designated Accrediting Authority 
(ODAA).  In the C&A role, the IA team shall validate systems accordance with DODI 8510.01 
DoD Information Assurance Certification and Accreditation Process (DIACAP) for General 
Service (GENSER) systems and in accordance with the Director of Central Intelligence 
Directives (DCID) 6/3 for Sensitive Compartmented Information (SCI) systems.  This will 
include preparation of C&A plans and System Security Authorization Agreements relevant to 
system certification and accreditation.  All authoritative DIACAP documentation shall be stored 
in the Navy’s eMASS instance under the respective package’s artifact section.  All authoritative 
SCI related documentation shall be stored in Xacta on the Joint Worldwide Intelligence 
Communications System (JWICS) per data classification requirements. 
 
5.3.2.5  The Contractor shall develop and maintain information assurance strategy that is 
consistent with DoD policies, standards and architectures, and relevant standards.  The IA 
strategy shall outline the program’s approach to addressing IA requirements, the system’s 
Mission Assurance Category (MAC) and Confidentiality Level (CL), perceived threats to 
information and information systems, IA shortfalls, an overview of C&A activities, as well as 
many other IA considerations.  The program’s IA strategy shall be maintained in the IA 
Acquisition folder on the Naval Systems Engineering Resource Center (NSERC) website.  
 
5.3.2.6  The contractor shall maintain the Critical Program Information (CPI), Program 
Protection Plan (PPP), and Anti-Tamper requirements in accordance with the Department of 
Defense Instruction (DoDI) 5000.02.   
 
5.3.2.7  The Contractor shall maintain Transformational Certification and Accreditation and Risk 
Management Framework using 800.53 security controls.  CANES is the Navy pilot for 
Transformational C&A and all artifacts for the C&A of CANES must be developed in 
accordance with this agreement.  
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5.3.2.8  The Contractor shall maintain Host Based Security Services (HBSS) policy development 
and administration.  Understanding of how HBSS works and how these policies affect the 
security of the system is required.  
 
5.3.2.9  The Contractor shall provide Trusted Agents to perform/execute assessments on board 
Navy Vessels.  Trusted Agents will be assessing CANES, Radiant Mercury, Trusted Thin Client 
(TTC) and ADNS.  Experience performing Trusted Agent work and familiarity with these 
systems is required.  
 
5.3.2.10  The Contractor shall: research, analyze, assemble, enter and complete the individual 
site SABI and TSABI packages for review and approval by the Navy Cross Domain Solutions 
Office (NCDSO) and the designated accreditation authority (DAA).  The Contractor shall work 
with the CDS community to streamline the CDS certification process and liaison with the Navy 
Cross Domain Solutions Office (NCDSO).  Contractor shall use the web based tools to complete 
this action. Anticipate developing Cross Domain Solution C&A packages for all SSC-PAC and 
US Ship sites.  
 
5.3.2.11  The Contractor shall work with the Functional Area Team to update information from 
each of the functional areas for incorporation into documentation of the Information Assurance 
Technical Authority Standards.  
 
5.3.2.12  The Contractor shall maintain Configuration Management of the IA TA Data 
Collection, Data Entry, and generation of fit-for-purpose views of architecture data using System 
Architect and other architecture tools.   
 
5.3.2.13  The Contractor shall provide SoS Engineering and Architecture expertise in the 
maintenance and enhancement of the Defense in Depth Information Assurance Functional 
Architecture (DFIA).  
 
5.3.2.14  The Contractor shall support maintenance of target architectures for Defense in Depth 
Functional Implementation Architecture (DFIA).  
 
5.3.2.15  The Contractor shall provide specialized Information Technology (IT) systems support 
for development, deployment, and support of CDS systems.  The scope of work shall include 
interfacing with the systems engineering personnel, system deployment planning, operations and 
maintenance support planning, customer services management (site modifications, upgrades, 
repairs, training); cost analysis; hardware and software evolution; develop end-to-end systems 
test cases; coordination and supervision of system installations; performing customer support 
activities; oversight of software development activities, system Change Requests (CR's), process 
and system configuration management, monitoring factory and certification testing, and project 
management.  Customer support activities shall include articulating a clear definition of 
customer requirements and translation of those requirements into detailed guidance for the 
system developer to design and build a solution to satisfy customer-specific needs. 
 
5.3.3 Security Engineering (OPN) 
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5.3.3.1  The Contractor shall provide Cyber Security/IA Program engineering support.  
 
5.3.3.2  The Contractor shall provide Security Architect services, working closely with each of 
the respective Engineering teams to ensure that all system designs and implementations are 
consistent with DoD policies, requirements, and directives.  Newly developed solutions shall be 
reviewed for compliance with Defense Information Systems Agency (DISA) Security Technical 
Implementation Guidance (STIG), Checklists, and Security Requirements Guides (SRG) that 
shall also be assessed for threats and vulnerabilities not currently identified by published 
guidance. When compliance or vulnerability issues are identified, the IA contractor shall work 
closely with the engineering team to remediate existing issues and/or to develop compensating 
controls that minimize the impact, likelihood, and/or risk. 
 
5.3.3.3  The Contractor shall participate as members of respective Programs of Record Change 
Control Boards (CCB).  In this role the IA contractor team shall review each proposed change to 
determine whether or not there is an associated IA impact. When a change is determined to 
require IA support, the contractor shall coordinate with the respective Engineering teams to 
develop a schedule, execute engineering activities, and to develop the required deliverables. This 
might involve IA testing and documentation activities that include manual or automated reviews, 
and entry of those reviews in engineering and C&A documentation.    
 
5.3.3.4  The Contractor shall provide security testing services in support of respective programs 
systems Engineering, change management, and certification and accreditation processes.  As part 
of the security testing approach, the IA team shall coordinate the development of an IA Pre-Scan 
checklist with the Engineering team to ensure the scope and boundaries are adequately defined.  
The IA Pre-Scan checklist shall provide an overview of the test objectives, identify the hardware 
and software in scope for assessment, specify the tool or assessment methodology for each 
target, contain network diagrams for the systems under assessment, and document the associated 
access methodology required to assess each device.  
 
5.3.3.5  The Contractor shall provide Certification and Accreditation (C&A) support for all 
acquired systems within the respective programs.  C&A services shall ensure that developed 
baselines are authorized to operate by the Operational Designated Accrediting Authority 
(ODAA).  In the C&A role, the IA team shall validate systems accordance with DODI 8510.01 
DoD Information Assurance Certification and Accreditation Process (DIACAP) for General 
Service (GENSER) systems and in accordance with the Director of Central Intelligence 
Directives (DCID) 6/3 for Sensitive Compartmented Information (SCI) systems.  This will 
include preparation of C&A plans and System Security Authorization Agreements relevant to 
system certification and accreditation. All authoritative DIACAP documentation shall be stored 
in the Navy’s eMASS instance under the respective package’s artifact section.  All authoritative 
SCI related documentation shall be stored in Xacta on the Joint Worldwide Intelligence 
Communications System (JWICS) per data classification requirements.   
 
5.3.3.6  The Contractor shall develop and maintain information assurance strategy that is 
consistent with DoD policies, standards and architectures, and relevant standards 
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5.3.3.7  The Contractor shall review the Critical Program Information (CPI), Program Protection 
Plan (PPP), and Anti-Tamper requirements in accordance with the Department of Defense 
Instruction (DoDI) 5000.02.   
 
5.3.3.8   The Contractor shall review the Transformational Certification and Accreditation and 
Risk Management Framework using 800.53 security controls.  CANES is the Navy pilot for 
Transformational C&A and all artifacts for the C&A of CANES must be developed in 
accordance with this agreement.  
 
5.3.3.9  The Contractor shall review the Host Based Security Services (HBSS) policy 
development and administration.  An understanding of how HBSS works and how these policies 
affect the security of the system is required.  
 
5.3.3.10  The Contractor shall provide Trusted Agents to perform/execute assessments on board 
Navy Vessels.  Trusted Agents will be assessing CANES, Radiant Mercury, Trusted Thin Client 
(TTC) and ADNS.  Experience performing Trusted Agent work and familiarity with these 
systems is required.  
 
5.3.3.11  The Contractor shall: research, analyze, assemble, enter and complete the individual 
site SABI and TSABI packages for review and approval by the Navy Cross Domain Solutions 
Office (NCDSO) and the designated accreditation authority (DAA).  The contractor shall work 
with the CDS community to streamline the CDS certification process and liaison with the Navy 
Cross Domain Solutions Office (NCDSO).  The contractor shall use the web based tools to 
complete this action. Anticipate developing Cross Domain Solution C&A packages for all SSC-
PAC and US Ship sites.  
 
5.3.4  Security Engineering (SCN) 
 
5.3.4.1  The Contractor shall provide IA technical expertise at interchange meetings/design 
reviews, and assist in the development of security policies/procedures. 

5.3.4.2  The Contractor shall investigate system operational requirements and assist in the 
development of security functional and performance requirements for new systems. 

5.3.4.3  The Contractor shall provide support in the development of IA system concept 
specifications on systems and products under development. 

5.3.4.4  The Contractor shall perform security testing of systems as required during development 
to ensure security features are functioning properly. 

5.3.4.5  The Contractor shall prepare and maintain Cyber Security/IA Program engineering 
technical reports, analysis, briefings, meeting minutes, etc. 

5.3.4.6  The Contractor shall support maintenance of SoS interface management control 
processes and products to document platform-based As-Programmed Platform Technical 
Baseline, interface standards, controlling parameters and interface agreements. 
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5.3.4.7  The Contractor shall provide Cyber Security/IA Program engineering support.  

5.3.4.8  The Contractor shall provide Security Architect services, working closely with each of 
the respective Engineering teams to ensure that all system designs and implementations are 
consistent with DoD policies, requirements, and directives.  Newly developed solutions shall be 
reviewed for compliance with Defense Information Systems Agency (DISA) Security Technical 
Implementation Guidance (STIG), Checklists, and Security Requirements Guides (SRG) that 
shall also be assessed for threats and vulnerabilities not currently identified by published 
guidance. When compliance or vulnerability issues are identified, the IA contractor shall work 
closely with the engineering team to remediate existing issues and/or to develop compensating 
controls that minimize the impact, likelihood, and/or risk 

5.3.4.9  The Contractor shall participate as members of respective Programs of Record Change 
Control Boards (CCB).  In this role the IA contractor team shall review each proposed change to 
determine whether or not there is an associated IA impact. When a change is determined to 
require IA support, the contractor shall coordinate with the respective Engineering teams to 
develop a schedule, execute engineering activities, and to develop the required deliverables.  
This might involve IA testing and documentation activities that include manual or automated 
reviews, and entry of those reviews in engineering and C&A documentation.  

5.3.4.10  The Contractor shall provide security testing services in support of respective programs 
systems Engineering, change management, and certification and accreditation processes.  As part 
of the security testing approach, the IA team shall coordinate the development of an IA Pre-Scan 
checklist with the Engineering team to ensure the scope and boundaries are adequately defined.  
The IA Pre-Scan checklist shall provide an overview of the test objectives, identify the hardware 
and software in scope for assessment, specify the tool or assessment methodology for each 
target, contain network diagrams for the systems under assessment, and document the associated 
access methodology required to assess each device.  

5.3.4.11  The Contractor shall provide Certification and Accreditation (C&A) support for all 
acquired systems within the respective programs.  C&A services shall ensure that developed 
baselines are authorized to operate by the Operational Designated Accrediting Authority 
(ODAA).  In the C&A role, the IA team shall validate systems accordance with DODI 8510.01 
DoD Information Assurance Certification and Accreditation Process (DIACAP) for General 
Service (GENSER) systems and in accordance with the Director of Central Intelligence 
Directives (DCID) 6/3 for Sensitive Compartmented Information (SCI) systems. This will 
include preparation of C&A plans and System Security Authorization Agreements relevant to 
system certification and accreditation. All authoritative DIACAP documentation shall be stored 
in the Navy’s eMASS instance under the respective package’s artifact section.  All authoritative 
SCI related documentation shall be stored in Xacta on the Joint Worldwide Intelligence 
Communications System (JWICS) per data classification requirements.   
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5.3.4.12  The Contractor shall develop and maintain information assurance strategy that is 
consistent with DoD policies, standards and architectures, and relevant standards.  The IA 
strategy shall outline the program’s approach to addressing IA requirements, the system’s 
Mission Assurance Category (MAC) and Confidentiality Level (CL), perceived threats to 
information and information systems, IA shortfalls, an overview of C&A activities, as well as 
many other IA considerations.  The program’s IA strategy shall be maintained in the IA 
Acquisition folder on the Naval Systems Engineering Resource Center (NSERC) website.  

5.3.4.13  The Contractor shall review the Critical Program Information (CPI), Program 
Protection Plan (PPP), and Anti-Tamper requirements in accordance with the Department of 
Defense Instruction (DoDI) 5000.02.   

5.3.4.14 The Contractor shall  review the Transformational Certification and Accreditation and 
Risk Management Framework using 800.53 security controls.  CANES is the Navy pilot for 
Transformational C&A and all artifacts for the C&A of CANES must be developed in 
accordance with this agreement.  

5.3.4.15  The Contractor shall review the Host Based Security Services (HBSS) policy 
development and administration.  An understanding of how HBSS works and how these policies 
affect the security of the system is required.  

5.3.4.16  The Contractor shall support development and implementation of system interface 
management control processes and products to document platform-based As-Programmed 
Platform Technical Baseline, interface standards, controlling parameters and interface 
agreements. 

5.3.4.17  The Contractor shall provide Trusted Agents to perform/execute assessments on board 
Navy Vessels.  Trusted Agents will be assessing CANES, Radiant Mercury, Trusted Thin Client 
(TTC) and ADNS.  Experience performing Trusted Agent work and familiarity with these 
systems is required.  

5.3.4.18  The Contractor shall: research, analyze, assemble, enter and complete the individual 
site SABI and TSABI packages for review and approval by the Navy Cross Domain Solutions 
Office (NCDSO) and the designated accreditation authority (DAA). The contractor shall work 
with the CDS community to streamline the CDS certification process and liaison with the Navy 
Cross Domain Solutions Office (NCDSO).  The contractor shall use the web based tools to 
complete this action. Anticipate developing Cross Domain Solution C&A packages for all SSC-
PAC and US Ship sites.  

5.4  Software Engineering /Assurance Support  

5.4.1  Software Engineering /Assurance Support (RDT&E) 
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5.4.1.1  The Contractor shall evaluate System/Program software requirements, plans, processes, 
and artifacts, Fault Tree Analysis, Combinatorial Analysis, Event Tree Analysis, Cause-
Consequence Analysis, briefs and briefing material, process definitions, test objectives, and 
technical papers. 
 
5.4.2  Software Engineering/Assurance Support (OM&N) 
 
5.4.2.1  The Contractor shall perform software quality assurance engineering in support of 5.0 
technical authority and supporting PEO C4I, PEO Space, and PEO EIS programs/projects.  
 
5.4.2.2   The Contractor shall update the Analysis of System/Program software requirements, 
plans, processes, and artifacts, Fault Tree Analysis, Combinatorial Analysis, Event Tree 
Analysis, Cause-Consequence Analysis, briefs and briefing material, process definitions, test 
objectives, and technical papers as program evolution dictates. 
 
5.4.3  Software Engineering/Assurance Support (SCN) 
 
5.4.3.1  The Contractor shall perform software quality assurance engineering in support of 5.0 
technical authority and supporting PEO C4I, PEO Space, and PEO EIS programs/projects.  
 
5.4.3.2   The Contractor shall update the Analysis of System/Program software requirements, 
plans, processes, and artifacts, Fault Tree Analysis, Combinatorial Analysis, Event Tree 
Analysis, Cause-Consequence Analysis, briefs and briefing material, process definitions, test 
objectives, and technical papers as program evolution dictates. 
 
5.5  Test and Evaluation 
 
5.5.1  Test and Evaluation (RDT&E) 
 
5.5.1.1 The C ontractor shall pr ovide e ngineering a nd t echnical s upport f or D oN l aboratory 
testing of IA systems, software, tools and products. 
 
5.5.1.2 The C ontractor s hall a ssist in  th e development of  a  T est a nd E valuation M aster P lan 
(TEMP) that describes test objectives, critical technical and operational test parameters, and test 
phases for various efforts. 
 
5.5.1.3 The C ontractor shall a ssist in  th e d ocumentation o f te st r esults f or conducted t ests, 
including quick-look reports, final test reports and lessons learned reports. 
 
5.5.1.4  The Contractor shall assist in the analysis of test data and reports for tests conducted by 
other developers or entities and present findings or conclusions. 
 
5.5.1.5  The Contractor shall provide engineering and technical support for test and test related 
working groups, meetings, demonstrations and test events. 
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5.5.1.6  The Contractor shall prepare technical papers and briefings to support DoN test 
responsibilities. 

 
5.5.1.7  The Contractor shall use approved written testing procedures for all software testing, 
including computer program test plan/software test plan, computer program test specification 
and generation of the computer program test report/software test report. 
 
5.5.2  Test and Evaluation (OCF) 
 
5.5.2.1  The Contractor shall provide engineering and technical support for DoN laboratory 
testing of IA systems, software, tools and products. 
 
5.5.2.2  The Contractor shall assist in the development of a Test and Evaluation Master Plan 
(TEMP) that describes test objectives, critical technical and operational test parameters, and test 
phases for various efforts. 
 
5.5.2.3  The Contractor shall assist in the documentation of test results for conducted tests, 
including quick-look reports, final test reports and lessons learned reports. 
 
5.5.2.4  The Contractor shall assist in the analysis of test data and reports for tests conducted by 
other developers or entities and present findings or conclusions. 
 
5.5.2.5  The Contractor shall provide engineering and technical support for test and test related 
working groups, meetings, demonstrations and test events. 
 
5.5.2.6  The Contractor shall prepare technical papers and briefings to support DoN test 
responsibilities. 
 
5.5.2.7  The Contractor shall use approved written testing procedures for all software testing, 
including computer program test plan/software test plan, computer program test specification 
and generation of the computer program test report/software test report. 
 
5.5.3  Test and Evaluation (SCN) 
 
5.5.3.1  The Contractor shall provide engineering and technical support for DoN laboratory 
testing of IA systems, software, tools and products. 
 
5.5.3.2  The Contractor shall assist in the development of a Test and Evaluation Master Plan 
(TEMP) that describes test objectives, critical technical and operational test parameters, and test 
phases for various efforts. 
 
5.5.3.3  The Contractor shall assist in the documentation of test results for conducted tests, 
including quick-look reports, final test reports and lessons learned reports. 
 
5.5.3.4  The Contractor shall assist in the analysis of test data and reports for tests conducted by 
other developers or entities and present findings or conclusions. 
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5.5.3.5  The Contractor shall provide engineering and technical support for test and test related 
working groups, meetings, demonstrations and test events. 
 
5.5.3.6  The Contractor shall prepare technical papers and briefings to support DoN test 
responsibilities. 
 
5.5.3.7  The Contractor shall use approved written testing procedures for all software testing, 
including computer program test plan/software test plan, computer program test specification 
and generation of the computer program test report/software test report. 
 
5.5.4  Test and Evaluation (OM&N) 
 
5.5.4.1  The Contractor shall assist in the documentation of test results for conducted tests, 
including quick-look reports, final test reports and lessons learned reports. 
 
5.5.4.2  The Contractor shall assist in the analysis of test data and reports for tests conducted by 
other developers or entities and present findings or conclusions. 
 
5.5.4.3  The Contractor shall provide engineering and technical support for test and test related 
working groups, meetings, demonstrations and test events. 
 
5.5.4.4  The Contractor shall prepare technical papers and briefings to support DoN test 
responsibilities. 
 
5.5.4.5  The Contractor shall use approved written testing procedures for all software testing, 
including computer program test plan/software test plan, computer program test specification 
and generation of the computer program test report/software test report. 
 
5.6  Technology Development  
 
5.6.1  Technology Development (RDT&E) 
 
5.6.1.1   The Contractor shall support SPAWAR 5.0 Cyber Security in development of the  
capability to understand, evaluate, develop, and apply technology to various DoN IA architecture 
problems, including IA applications; tools; equipment; processes; prototypes; and 
products/solutions testing, analysis, proof of concept testing, and new technology briefings and 
demonstrations. 
 
5.6.1.2  The Contractor shall evaluate, and provide recommended areas of developing technology 
for more intensive exploration and development by the DoN IA program. 
 
5.6.1.3  The Contractor shall develop approaches for extended exploration of developing 
technologies as directed by the Government. Such approaches may include focused research and 
development, identification of potential applications, utilization in new IA products, developing 
and conducting tests, feasibility assessment applications or systems, proof of concept scenarios 
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and pilot implementations. Proposed approaches should identify goals, schedules, resources, end 
products, and other issues. 
 
5.6.1.4  The Contractor shall provide recommendations for the development and testing of IA 
technologies and security products, systems, tools and literature to improve IA tools, systems, 
products and management. The Contractor shall make recommendations to support continued 
evaluation and assessment of new technologies, new applications. 
 
5.6.2  Technology Development (SCN) 
 
5.6.2.1  The contractor shall perform analysis of emergent hardware products and technologies 
(Commercial and Government-owned) and provide recommendations for candidate solutions to 
satisfy Afloat user requirements to support new ship construction.   
 
5.7  Configuration Management 
 
5.7.1  Configuration Management (O&MN) 
 
5.7.1.1  The Contractor shall provide support/participation for the implementation and/or 
maintenance of the following (O&MN): 

• CM Policy and Process  
• Configuration and Data Management Plan 
• CM Work Instructions 
• CDRL Management 
• CM Data and Document Management 
• As-Built Baseline 
• Manages and tracks CDRL delivery items 
• Facilities delivery item review between Government and Supplier 
• Coordinates with CM Team on baseline tracking 
• Supports APM/SE in identification and controlling configuration items and baselines 
• Facilitates technical documentation reviews 
• Process ECRs, ICRs, NCRs 

  
5.7.1.2  The contractor shall identify impact/issues resulting from participation in the following 
events: CCB PTRB, CIB, SETRs, OIPT, WIPTs, POR IPTs, and POR/Product CCB.  Make 
recommendations on results to government CM lead. 
 
5.7.2  Configuration Management (OPN) 
 
5.7.2.1  The Contractor shall provide support/participation for the implementation and/or 
maintenance of the following (OPN): 
• CM Policy and Process  
• Configuration and Data Management Plan 
• CM Work Instructions 
• CDRL Management 
• CM Data and Document Management 
• As-Built Baseline 
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• Manages and tracks CDRL delivery items 
• Facilities delivery item review between Government and Supplier 
• Coordinates with CM Team on baseline tracking 
• Supports APM/SE in identification and controlling configuration items and baselines 
• Facilitates technical documentation reviews 
• Process ECRs, ICRs, NCRs 
 
5.7.2.2  The contractor shall identify impact/issues resulting from participation in the following 
events: CCB PTRB, CIB, SETRs, OIPT, WIPTs, POR IPTs, and POR/Product CCB.  Make 
recommendations on results to government CM lead. 
 
5.7.3  Configuration Management (SCN) 
 
5.7.3.1  The Contractor shall  provide support/participation for the implementation and/or 
maintenance of the following (SCN): 
• CM Policy and Process  
• Configuration and Data Management Plan 
• CM Work Instructions 
• CDRL Management 
• CM Data and Document Management 
• As-Built Baseline 
• Manages and tracks CDRL delivery items 
• Facilities delivery item review between Government and Supplier 
• Coordinates with CM Team on baseline tracking 
• Supports APM/SE in identification and controlling configuration items and baselines 
• Facilitates technical documentation reviews 
• Process ECRs, ICRs, NCRs 
  
5.7.3.2  The contractor shall identify impact/issues resulting from participation in the following 
events: CCB PTRB, CIB, SETRs, OIPT, WIPTs, POR IPTs, and POR/Product CCB.  Make 
recommendations on results to government CM lead. 
 
5.8  Management Support  
 
5.8.1  The Contractor shall support the SPAWAR 5.0 Navy Cyber Security in managing day-to-
day operations by tracking, coordinating, collecting, organizing and archiving information in 
accordance with SECNAVINST 5210.11 or local procedures as appropriate.   The Contractor 
shall respond to data calls and compile statistics necessary to edit reports, correspondence, 
messages and other incidental documentation within the timeframe required to meet scheduled 
requirements. (O&MN) 
 
 
5.8.2  The Contractor shall provide technical and planning support for meetings, conferences and 
working groups.  This support shall include coordination of the meetings, drafting meeting 
agendas, setup, and operation of Video Tele-Conferencing (VTC) equipment and other 
audiovisual equipment and managing meeting minutes (finalizing and distributing).  The 
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Contractor shall perform Business Case Analysis (BCA) using Computer Aided Software 
Engineering (CASE) tools to support recommendation using appropriate evaluation criteria of 
alternatives.  Reports shall be updated and submitted on an ad hoc basis as necessary or 
requested to support program management. (O&MN) 
 
5.8.3  The Contractor shall map SPAWAR, PEO C4I, PEO EIS, PEO SPACE, and NAVSEA 
advance planning processes and milestones to implementation timelines; coordinate and expedite 
implementation submissions, reviews, and approvals.  The Contractor shall identify and 
recommend solutions to programmatic issues related to ashore, afloat, and submarine 
implementation; monitor compliance with implementation and advance planning processes and 
status; analyze implementation/advance planning timelines and acquisition/engineering 
timelines, identify implementation issues that may impact milestones and recommend solutions 
and recommend process improvements based on subject matter expertise with SPAWAR, PEO 
C4I, PEO EIS, PEO SPACE, NAVSEA, and fleet advance planning processes and databases. 
(O&MN) 
 
5.8.4  Meeting Support - The contractor shall coordinate and provide support, including briefing 
materials and draft correspondence as applicable, for meetings, Integrated Product Teams (IPTs), 
working groups, including relevant working groups and reviews as applicable. (SCN) 
 
6.0 DELIVERABLES 
 
CDRL # Deliverable Frequency 
A001  Contractor's Progress, Status and 

Management Report (MSR) 
 Monthly 

 
The Contractor shall provide deliverables in accordance with the PWS. 
 
Note:  All work products generated from the PWS remain government property. 
 
7.0 GOVERNMENT FURNISHED PROPERTY (N/A) 
No Government Furnished Property will be required to perform this Task Order. 
 
8.0 SECURITY REQUIREMENTS 
The majority of the requirements of this PWS will be met at or below the SECRET level with 
incidental access to Top Secret Sensitive compartmented information (TS/SCI) which will 
result in a requirement for The Joint Worldwide Intelligence Communications System JWICS 
accounts. 
 
The work performed by the Contractor will include access to unclassified, Secret and 
incidental access to TS/SCI data, information, spaces and meetings.   
   
Incidental access to TS/SCI may be required for research of background data to characterize 
analytical/task scenarios.    
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The security classification of this procurement will be specified in the Contract Security 
Classification Specification, DD Form 254. 
 
In addition to the requirements of the FAR 52.204-2 “Security Requirements” clause, the 
Contractor shall appoint a Security Officer, who shall (1) be responsible for all security aspects 
of the work performed under this contract, (2) assure compliance with the National Industry 
Security Program Operating Manual (DODINST 5220.22M), and (3) assure compliance with 
any written instructions from the SPAWARSYSCOM Security Officer. 
 
9.0 FOREIGN TRAVEL 
 
If foreign travel is required, all outgoing Country/Theater clearance message requests shall be 
submitted to the SSC Pacific Foreign Travel Team, OTC2, Room 1656 Code 8.3320, (619) 
524-2285, SSC fortrav@navy.mil for action.  A Request for Foreign Travel form shall be 
submitted for each traveler, in advance of the travel to initiate the release of a clearance 
message at least 45 days in advance of departure.  Each Traveler must also submit a Personal 
Protection Plan and have a Level 1 Antiterrorism/Force Protection briefing within one year of 
departure and a country specific briefing within 90 days of departure. 
 

10.0 PLACE OF PERFORMANCE 
Work will be performed at the Contractor’s facilities (offsite), on-site at the SPAWAR Old Town 
Campus (4301 Pacific Highway, San Diego, CA) and other locations as indicated below: 
San Diego, CA 
Washington D.C. Area 
Norfolk, VA Area 
Charleston, SC 
Hawaii Area 
 
 

mailto:SSC_fortrav@navy.mil



