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•	 Internal staff actions, including both intentional  
and accidental inappropriate disclosures

•	 Data exposure caused by deficient system design

•	 Theft or loss of laptops or portable storage devices.

Individual carelessness and non-adherence to 
established security procedures have been the reasons 
behind a number of incidents. In other cases, the root 
causes have been procedural irregularities involving 
nonstandard or poorly documented confidential 
data storage, unauthorized or unknown network 
connections, and unknown accounts or data  
access privileges. 

The Enterprise Strategy Group estimates that 80–85 
percent of all business data is unstructured, such 
as information contained in e-mails, text documents, 
spreadsheets, and presentations (e.g., .doc, .ppt, 
.xls, .pdf).12 Unstructured data is considered the most 
evasive and unmanaged data format. This type of data 
poses great risk to HCOs because few hurdles exist 
to prevent employees from copying confidential data 
from secure databases and storing that information in 
a spreadsheet, thereby negating any security measures 
protecting the data’s access, use, and dissemination. 
Staff often perpetrate this kind of violation to provide 
convenient access to information while in transit or 
while traveling. Unfortunately, the practice can lead to 
serious security and privacy breaches because laptops 
and USB storage devices are often lost or stolen and 
have insufficient security controls to protect  
sensitive data.

HITECH Intensifies the Risk
As a result of ARRA, HCOs will face further HIPAA 
compliance challenges and will be at greater risk for 
exposure if their PHI security programs are deficient 
or ineffective. Title XIII of the Recovery Act, known as 
the Health Information Technology for Economic and 
Clinical Health (HITECH) section, substantially expands 
HIPAA’s privacy and security requirements in three key 
areas that directly relate to privacy breaches: 

•	 Business Associates Are Now Directly Affected. For 
the first time, business associates of HIPAA-covered 
entities will be directly accountable for complying 
with HIPAA’s security provisions and many of its 
privacy mandates. Effective February 17, 2010, they 
will be subject to the same government civil and 
criminal penalties as covered entities.

•	 Security Breach Notification Must Occur Without 
Delay. HITECH establishes the first national data 
security breach notification law. Before HITECH, 
HIPAA did not have a national requirement to 
proactively notify patients that their “unsecured” 
PHI may have been exposed in a privacy breach. 
Now, covered entities must give notice to individuals 
whose data is affected “without unreasonable 
delay” and no later than 60 days after the 
breach. Previously, under the HIPAA Privacy Rule, 
covered entities were only required to release that 
information if requested by the patient. This law 
raises the risk to both covered entities and their 
business associates because they will be more 
exposed to public scrutiny and media coverage. This 
provision goes into effect on September 15, 2009.

•	 HIPAA Penalties and Enforcement Becomes Real. 
HITECH provides the US Department of Health and 
Human Services (HHS) more tools for enforcing 
HIPAA. Previously, HIPAA’s enforcement approach 
resulted in few investigations, and the imposition of 
penalties was exceptionally rare. Now, the sanctions 
for noncompliance will raise the risk and business 
impact for both covered entities as well as newly 
affected business associates. Specifically, these 
provisions include—

Disclosure of breaches.––  A list of each covered  
entity involved in a breach of “unsecured” PHI  
concerning more than 500 individuals will be  
placed on the HHS Web site.

Changes in penalty amounts.––  New tiered  
penalties with a new potential maximum of up to 
$1.5 million are effective immediately.
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Possible patient compensation.––  A provision is  
pending to permit affected individuals to share in  
civil monetary penalties imposed under HIPAA.  
This provision will likely result in increased privacy  
and security complaints by patients.

New enforcement mechanisms.––  State Attorneys 
General can now bring civil actions to enforce 
HIPAA. This provision creates new legal concerns 
and burdens related to the existing Federal Rules 
of Civil Procedure (FRCP) guidelines for electronic 
discovery (eDiscovery). This provision is  
effective immediately.

Individual liability. –– The provision clarifies that 
criminal penalties may be imposed on any 
individual or entity that wrongly obtains or  
discloses PHI maintained by a covered entity.

Auditing and monitoring.––  HHS will perform  
periodic audits of covered entities and business  
associates to evaluate HIPAA compliance. This  
is a significant departure from the previous state  
in which such investigations were primarily  
initiated in response to privacy complaints. 

Despite healthcare’s relatively good record of 
protecting information privacy and security, the new 
mandates and the wider adoption of HIT underscore 
why HCOs need to better safeguard protected health 
information. To achieve the necessary level of security, 
a more holistic approach is needed. 



Most data and privacy breaches are avoidable. 
Traditionally, organizations have applied a network-
centric focus to securing systems, based on defined 

Most data and privacy breaches  

are avoidable. 

confidentiality levels for storing and processing data. 
While still a necessary component, a more information-
centric approach is needed today. 

Better control and protection of confidential and 
sensitive information requires first an awareness of 
where data are stored and how it is protected.

On average, most large corporations now have 
more than 240 terabytes of storage. Of that 
storage, about 80 terabytes may be subject to 
significant requirements for information protection, 
such as access and lifecycle controls.13 Relevant 
and supporting enterprise policies or solutions for 
meeting those requirements are often immature and 
insufficient. Data repositories have simply grown 
too fast for most companies to build an effective 
information management strategy that can meet 
business objectives.

Taking Control of Information Assets
Gaining control of corporate information assets will not 
occur simply through technology solutions or ad hoc 
process changes. In Booz Allen’s view, enterprises 
should implement a strategic information management 
program by classifying data to help reduce their 
corporate risk exposure, decrease information 
discovery times, improve compliance status, and 
potentially realize significant cost savings through an 
effective data disposal program. 

There are substantial synergies between information 
management and other enterprise-wide shared 
services, including access management, data 
leakage protection, records management, litigation 
support, storage management, governance, risk, 
and compliance. Our comprehensive approach takes 
a holistic view of key business processes and data 
protection controls as assessed against our Strategic 
Information Management Model (SIMM) (see Exhibit 4).

Our simple approach to better understanding 
information management is based on the following:

•	 Know what type of information you have

•	 Know where you have it

•	 Know what information you have to keep

Designing a Holistic Approach to Information Security 

Exhibit 4 | The Booz Allen Strategic Information 
    Management Model 
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13 IDC, The Diverse and Exploding Digital Universe, March 2008.
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•	 Know why you have to keep it

•	 Know how long you need to keep it and dispose of 
everything else.

As an initial step in enhancing PHI protection and 
other valued information assets, we recommend 
implementing a data classification strategy. This 
comprehensive methodology applies a business-centric 
and risk-based approach for mitigating the leading 
risks to enterprises (e.g., PHI stored in unknown 
data stores, rogue network connections, unmanaged 
accounts, and unmanaged access privileges).  
Booz Allen derives its strategic approach to building 
and executing a data classification program from a 
logical and comprehensive workflow (see Exhibit 5).

•	 Classification Schema Definition. Before classifying 
unstructured data, business owners must first 
determine the levels of classification (public, 
confidential, restricted, etc.) and the types of 
information that meet the attributes of each level 
(social security number, credit card number, 
financial information, PHI, etc.).

•	 Discovery. Once classifications are defined, 
storage managers should identify known storage 
repositories of each class of data. Although 
administrative reviews are the most straightforward 
way to identify these repositories, organizations 
should also conduct more creative and aggressive 
searches using tools such as electronic discovery of 
IT assets, identification of potential rogue network 
connections, or identification of unknown stores  
of PHI.

•	 Analysis. During this critical phase, stakeholders 
should perform a detailed review and evaluation  
to identify violations and conflicts between  
corporate policies and user practices related to 
information handling.

•	 Strategic Realignment Plan. Based on the 
outcomes from the previous phases, stakeholders 
should develop remediation recommendations using 
risk-based methodologies to create a strategic plan 
for realigning both administrative policies and user 
practices. This plan should include an information 
security control enhancement plan to mitigate 
identified deficiencies.

With a successfully implemented data classification 
strategy, an HCO can focus more heavily on where 
it must provide additional efforts and resources to 
mature its information management program to a 
more strategic level. Future efforts would ideally 
deliver a more effective approach of securing PHI 
and other information assets where they reside in 
the organization. Supplemented with network-centric 
topologies, an information-centric approach enables 
HCOs to better control and secure their PHI to 
minimize privacy breaches and enhance their HIPAA 
compliance posture. 

Addressing Healthcare Cultural Issues
The standards and ideas embodied in HIPAA and 
described in this paper provide the foundation for 
an operational security template. However, actually 
achieving the desired levels of privacy and security  
will require stakeholders to address healthcare’s 

Exhibit 5 | The Booz Allen Methodology for PHI Protection

Source: Booz Allen Hamilton
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culture and organizational capacity to take advantage 
of the information security provisions. These needs 
represent the largest void in healthcare information 
security at present. 

For information security policies and procedures to be 
effective, they must be promoted in a way that shows 
staff that the policies are meaningfully connected to 
their work. To get broad buy-in, the new requirements 
must be packaged in a way that it is clear to everyone 
how they align with the organization’s culture and 
values. In some cases, the culture may need to 
become better aligned with policies and  
required procedures. 

Making needed cultural changes is always a complex 
and difficult undertaking because cultural change does 
not follow a single approach or a specific series of 
steps. It tends to be a fluid and rather unpredictable 
process that requires transformational leadership, 
which is in contrast to the transactional approach 
prescribed by HIPAA and other similar laws. However, 
successful cultural transformations do tend to include 
similar elements, including creating both an awareness 
of the need for change and a desire to change, 
clarifying the values and guiding principles on which 
the change will be based, establishing a shared vision 
of the new future, developing a blueprint for action 
or a plan for change, creating an enabling platform 
or organizational capacity for change, extensively 
communicating about the change, and executing the 
plan with an understanding that unplanned occurrences 
or unintended consequences are likely to require 
course correction. 

In approaching these issues, it is important to 
understand that healthcare as an enterprise operates 
as a complex adaptive system, and that complex 
adaptive systems are governed by the rules of 
complexity theory.14,15 In such systems, change is an 
iterative process that is achieved by applying a few 
carefully selected change strategies. One cannot be 
too prescriptive about change in complex adaptive 
systems because they are nonlinear and comprised of 
many independent and often competing participants 

who are intelligent and have different needs and 
desires. Control of such systems is distributed among 
the participants; no one entity is in charge.

Summary
Safeguarding protected health information is a 
fundamental responsibility of all caregivers and health 
care organizations. The challenges associated with 
protecting patient privacy, and the consequences 
for not protecting it, will be greater as healthcare 
organizations more widely utilize HIT and continue 
to evolve towards an eHealth-oriented culture. With 
HITECH’s new HIPAA mandates, the challenges  
will become even greater and the risk for not  
complying greater. 

Because PHI can now be stored in digital form in 
myriad locations, healthcare-related organizations must 
intensify their efforts to know where patient-sensitive 
information is located and ensure that it is protected 
wherever it is stored. The aggressive promotion of 
HIT systems, coupled with the exponential growth of 
digital storage, exacerbates the number and severity 
of data breaches and other security issues. Whether a 
privacy breach is caused by hackers or well-intentioned 
employees, the damages and other consequences 
are the same. To achieve the goals of the new legal 
requirements, healthcare-related organizations will 
need to execute a strategic data classification program 
and utilize a more holistic approach to information 
security management to better safeguard protected 
health information. 
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